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CYBER THREAT INTELLIGENCE REPORT:
APT35 (Charming Kitten)

This report examines how Charming Kitten (commonly tracked as APT35 and overlapping in public
reporting with Magic Hound, Mint Sandstorm, APT42, and TA453) conducts intelligence collection
against policy, research, media, diplomatic, and civil-society communities. It asks whether the
actor's durable operational advantage lies primarily in technical sophistication or in its ability to
convert professional trust into access to digital identities. The study applies a structured qualitative
synthesis to government, nonprofit, and vendor reporting published between 2018 and 2026.

Evidence was coded across six dimensions: target value, pretext, communication channel,
authentication event, post-compromise behavior, and defensive intervention point. A key-
assumptions check and alternative-hypothesis review were used to reduce premature attribution
and vendor-taxonomy bias.

The evidence supports three conclusions. First, relationship-oriented social engineering is more
stable across reporting than any single infrastructure set or malware family.

Second, target selection is better explained by intelligence value and access to sensitive networks
than by sector labels alone.

Third, enterprise and personal identities form a connected attack surface: when one channel
becomes resistant, the operation can move to another while preserving the same persona and
pretext. These findings imply that indicator blocking and generic phishing awareness are
necessary but insufficient. Effective defense requires phishing-resistant authentication, cross-
channel verification norms, identity-configuration monitoring, and incident response that treats
professional relationships as part of the evidence chain. Attribution boundaries remain uncertain,
but the behavioral model is assessed with high confidence.

KEY JUDGMENT: Charming Kitten's durable advantage lies less in any specific malware or
infrastructure set than in its ability to convert professional trust into access to digital identities.

CHARMING KITTEN
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1. INTRODUCTION

The central research question is: What operational logic best explains the persistence of Charming
Kitten-associated campaigns despite repeated public exposure of the actor's infrastructure,
personas, and techniques? Two subsidiary questions follow. Why are policy and knowledge-
producing communities recurrent targets, and which defensive controls are most likely to interrupt
the campaign before intelligence collection begins?

The question is deliberately framed at the level of operational logic rather than technical signature.
Domains, hosting providers, redirect chains, and malware families are important for detection, but
they are also among the easiest elements of an exposed campaign to replace. The more durable
object of study is the sequence by which an intelligence requirement is translated into target
selection, contact, trust, authentication, and collection. That sequence can remain stable even
when infrastructure and public actor labels change.

The resulting lens treats trust as infrastructure. Professional communities depend on weak ties,
unsolicited contact, conference invitations, manuscript exchange, source cultivation, and rapid
collaboration across institutional boundaries. Those practices generate public value, but they also
provide an adversary with socially legitimate pathways to initiate contact. The security problem is
therefore not openness itself. It is the absence of dependable verification when an ordinary
professional interaction crosses into an identity-sensitive action.

The report argues that the actor's enduring capability is best understood as identity-centric
espionage organized around relational access. The operation selects people whose
communications, contacts, judgment, or unpublished work have intelligence value; constructs a
plausible professional reason for interaction; carries that interaction across whichever channels
sustain credibility; and converts accumulated trust into an authentication event. Domains,
payloads, and cloud services change. The sequence of selection, approach, rapport,
authentication, and collection changes much less.

This distinction matters analytically. A malware-centered account treats the user as the delivery
mechanism for a technical capability. An identity-centered account treats the person's professional
legitimacy, communications graph, and account access as the collection objective itself. The latter
better explains why reporting repeatedly emphasizes journalists, researchers, diplomats, activists,
lobbyists, political personnel, and senior policy professionals, and why operations may succeed
without deploying custom malware [1-4].

Public descriptions of Iranian cyber activity often place disparate operations under a small set of
memorable labels. Charming Kitten and APT35 are among the most widely used. Yet public
taxonomies are analytic conveniences, not natural categories. Different organizations cluster
activity according to their own telemetry, confidence thresholds, and customer needs. MITRE
ATT&CK maps Magic Hound to numerous aliases, while Microsoft, Mandiant, and Proofpoint use
Mint Sandstorm, APT42, and TA453 respectively for activity that overlaps in important ways but is
not necessarily coextensive [5]. Treating those names as exact synonyms creates false precision;
treating them as unrelated obscures recurring behavior.
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This report therefore uses “Charming Kitten / APT35" as a public-facing umbrella term and makes
behavioral claims only where multiple sources converge. It does not claim that every Iranian
phishing operation belongs to one unit, sponsor, or operator. The analysis distinguishes three
propositions that are too often collapsed: that an incident resembles a documented operational
pattern; that a vendor has assigned it to a named cluster; and that the cluster can be attributed to
a particular state organization. The first proposition can be strong even when the second and third
remain uncertain.

This distinction also separates attribution confidence from behavioral confidence. Public evidence
may be insufficient to determine whether two campaigns were executed by the same operator, yet
still be sufficient to show that both exploit the same relationship-to-identity pathway. Defensive
conclusions should be strongest where evidence converges on observable behavior and more
qualified where they depend on sponsor identity, internal tasking, or organizational boundaries
that public sources cannot directly establish.

Accordingly, references to actor intent in this report are estimates, not assertions of privileged
knowledge. High-confidence judgments describe repeated, independently reported patterns.
Moderate-confidence judgments connect those patterns to likely collection requirements. Low-
confidence possibilities are treated as signposts for future revision rather than folded into the
main thesis.

The policy relevance extends beyond attribution. Knowledge-producing institutions are unusually
exposed because openness is part of their mission. Scholars respond to requests for reports,
journalists cultivate unfamiliar sources, think-tank analysts accept conference invitations, and civil-
society organizations maintain relationships across borders. These practices create social
legitimacy that technical controls cannot independently evaluate. In the documented campaigns
examined here, the adversary repeatedly exploits that legitimacy to make a later authentication
request appear routine rather than exceptional.

Il. BACKGROUND AND EVIDENCE

A. Public actor taxonomies

MITRE ATT&CK's Magic Hound entry provides the broadest public mapping of techniques and
aliases, connecting the cluster to credential phishing, account compromise, email collection,
command execution, and exfiltration over web services [5]. Vendor reporting supplies greater
narrative depth. Mandiant describes APT42 as an Iranian state-sponsored espionage actor that
builds trust with individuals and uses credential-phishing campaigns to gain access to corporate
and personal accounts [2]. Microsoft documents Mint Sandstorm operations against universities
and research organizations, including the use of tailored social engineering, multiple
communication channels, legitimate cloud services, and follow-on tooling [3].
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No single taxonomy is treated as authoritative. MITRE organizes behavior into techniques and
group relationships; vendors organize activity around telemetry, customer impact, and
internally defined clusters; government reporting may aggregate cases for legal, policy, or
defensive purposes. These products answer different questions. Apparent disagreement can
therefore reflect observation from different layers of the same activity rather than factual
contradiction.

The practical consequence is a claim-decomposition rule: a source may support a statement
about a lure, an authentication flow, or a victim category without necessarily supporting the
broader proposition that every related event belongs to a unitary organization. This rule
prevents a memorable actor name from carrying more evidentiary weight than the underlying
reporting can bear.

Google's Threat Analysis Group has similarly reported persistent Iran-linked credential-
phishing operations against high-risk users [6]. Proofpoint's TA453 reporting supplies
campaign-level detail and, in March 2026, a recent case centered on a U.S. think tank [4].

B. Government and civil-society reporting

A 2024 joint advisory from the FBI and partner agencies describes IRGC-linked actors targeting
personal and business accounts of senior government officials, think-tank personnel, journalists,
activists, lobbyists, and political-campaign personnel. The advisory emphasizes impersonation,
rapport-building, links to false login pages, and requests for multifactor-authentication approval
[1]. A related Justice Department case alleges a multi-year IRGC-sponsored hack-and-leak
campaign that relied on spearphishing and social engineering to compromise personal accounts
[7].

The advisory is especially important because it centers personal accounts. A personal mailbox can
sit outside enterprise controls while still containing professional correspondence, recovery
messages, contact histories, and access paths into organizational services. For high-value
individuals, the distinction between personal and professional identity is administrative rather
than operational: the same person, relationships, devices, and recovery channels span both
environments.

Government reporting also broadens the time horizon. Criminal charges and advisories
document campaigns after investigation, while vendor reporting often captures activity closer to
execution. Read together, they show continuity at two scales: repeated targeting of knowledge-
bearing people and repeated efforts to turn communications access into intelligence advantage.
That convergence is more probative than any single shared domain or tool.

These government sources do not collapse all such activity into APT35; they do, however,
establish that identity compromise against high-value individuals is a recurring instrument of
Iranian state-linked collection and influence.

At the strategic level, the U.S. Intelligence Community assesses that Iran's growing expertise and
willingness to conduct aggressive cyber operations make it a major threat to U.S. networks and
data [8].

CISA's civil-society guidance is relevant because the target population frequently has limited
security resources, elevated physical and reputational risk, and substantial personal-account
exposure [9]. The guidance reinforces a central finding of this report: the organizational boundary
does not contain the threat. A target's private email, messaging, recovery factors, travel
information, and professional contacts may be operationally adjacent to the enterprise account
even when the organization cannot directly administer them.
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C. Intelligence-analysis tradecraft

The analytic method draws on the CIA's public tradecraft primer, which recommends key-
assumptions checks, analysis of competing hypotheses, indicators and signposts, and explicit
attention to information gaps as safequards against premature closure [10]. These techniques
are particularly important when evidence is fragmented across vendors. The present study
therefore treats actor identity as a hypothesis to be calibrated, not as a premise embedded in a
label.

Ill. DATA AND MIETHODS

A. Research design and source selection

This is a structured qualitative assessment rather than a statistical attribution study. The unit of
analysis is the reported campaign or recurring behavior, not the vendor label. The source
corpus prioritizes first-party government advisories, legal filings or official statements, MITRE
ATT&CK, and technical reporting from firms that directly observed relevant email, identity,
cloud, or endpoint telemetry. Sources were included when they supplied at least one of the
following: a described target population, an interaction sequence, an authentication
mechanism, post-compromise behavior, or a time-bounded indicator. Commentary that merely
repeated another source was excluded from the evidentiary core.

The design follows a transparent evidence hierarchy. Contemporaneous first-party technical
reporting and official advisories receive the greatest weight for claims about observed
behavior. Judicial documents support historical scope and alleged intent but are read as
allegations unless adjudicated. Aggregated technique databases are used to orient the
analysis, not to substitute for source-specific evidence. Secondary commentary is excluded
where it merely repeats a primary source.

The unit of analysis is the operational episode: a documented sequence linking a target,
pretext, channel, requested action, and observable consequence. This reduces the risk of
treating every email as an independent event or every vendor cluster as a complete
organization. It also permits comparison across campaigns even when reporting exposes only
part of the sequence.

The evidence window spans 2018 through 27 August 2026. Earlier material is used where it
establishes a durable pattern; more recent material receives greater weight for claims about
current operating practice. A March 2026 Proofpoint case is the most current campaign-level
example in the corpus. Public reporting necessarily overrepresents detected operations,
vendor-visible channels, and incidents suitable for disclosure. The report therefore makes
comparative judgments about consistency and defensive relevance, not estimates of campaign
prevalence
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B. Coding framework

Each source was coded across six dimensions: (1) the intelligence value of the target; (2) the
professional or personal pretext; (3) the communication channel or channel transition; (4) the
requested authentication or execution event; (5) the observed or assessed collection objective;
and (6) the earliest defensible intervention point. The coding scheme was designed to
distinguish stable operational logic from ephemeral infrastructure.

« Target-value hypothesis: campaigns are organized around access to information
and networks, not around sector membership alone.

* Relational-access hypothesis: rapport and professional legitimacy are causal
components of the intrusion sequence, not decorative elements surrounding a
technical exploit.

+ Identity-sufficiency hypothesis: access to email and cloud identities can satisfy
the intelligence requirement without endpoint malware.

 Indicator-decay hypothesis: infrastructure indicators lose defensive value faster
than the campaign's behavioral sequence.

Table 1. Evidence-convergence matrix

Analytic dimension Recurring public evidence Assessment Confidence

Sustained personas, professional | Rapportis part of the access

Relational access . : High
pretexts, channel transitions mechanism
: Policy, research, media, Network position better :
Target selection . . - : . High
diplomatic, and civil-society roles | explains value than sector
: Sustained personas, professional | Administrative boundaries do .
Relational access High

pretexts, channel transitions not contain operational risk

Authenticated access can
satisfy collection High
requirements

Mailbox and cloud access with or

Identity sufficiency without endpoint tooling

Note: The table summarizes the report's qualitative coding and does not represent campaign
frequency.

C. Analytic safeguards and confidence

Three safeqguards were applied. First, a key-assumptions check tested whether apparent
continuity could be an artifact of vendors recycling familiar labels. Second, an alternative-
hypothesis review considered whether the observed pattern could be adequately explained by
ordinary credential theft, opportunistic cybercrime, or unrelated Iranian actors using common
tradecraft. Third, source claims were weighted by proximity to evidence: direct telemetry and
official case allegations received more weight than taxonomy assertions standing alone.
Confidence is high when independent sources converge on a repeated behavior; moderate
when the judgment depends on taxonomy or incomplete visibility; and low when evidence is
single-source or inferential.

Support the organization’s activities: https://donate.shum-ng.org/




Sk}

D. Source convergence, missingness, and counterfactual testing

A fourth safequard was explicit treatment of missingness. Public reports disproportionately
describe campaigns that were detected, investigated, or considered publishable. Silence about
a technique cannot therefore be interpreted as evidence of absence. The analysis distinguishes
between an unobserved stage, a stage explicitly ruled out by telemetry, and a stage
unnecessary to satisfy the apparent collection objective.

A fifth safeguard was counterfactual testing. For each major judgment, the analysis asks what
the evidence should look like if the competing explanation were true. If ordinary bulk credential
theft were sufficient, one would expect weaker target curation, less sustained rapport, and less
attention to professional context. If malware deployment were always the objective, campaigns
ending at mailbox or cloud access would be anomalous rather than recurrent. These
comparisons do not prove intent, but they sharpen the conditions under which the preferred
explanation remains persuasive.

IV. RESULTS

A. Relational access as an operational capability

Across the evidence base, social contact is not simply the wrapper around a malicious link. It is
a staged capability used to lower the target's verification threshold. Mandiant reports personas
that cultivate targets over time; Microsoft describes tailored engagement with researchers; the
FBI-led advisory emphasizes impersonation of professional contacts; and Proofpoint's 2026
case began with a benign invitation before the malicious turn [1-4]. The pretext frequently
matches the target's real work: a conference, interview, draft report, media request, policy
discussion, or shared regional interest.

Relational access has both immediate and residual value. Immediately, it increases the
probability that a target will open a document, continue a conversation, or authenticate to a
presented service. Residually, it creates a narrative that can be reused after a failed attempt,
transferred to another channel, or invoked by a different persona. The conversation itself
becomes a form of access preparation.

This helps explain the actor's patience. A carefully researched approach may appear inefficient
when evaluated as a phishing campaign measured by message volume. It is more rational
when evaluated as a collection operation in which a single mailbox can expose years of
correspondence, sensitive attachments, prospective contacts, and the social map required to
identify the next target.

This pattern supports the relational-access hypothesis with high confidence. The actor appears
to invest in the conversation because relationship context is reusable. A security gateway can
block a domain, but it cannot invalidate the target's memory of a credible exchange. Once
familiarity is established, the same persona can redirect the target to a different file host,
meeting platform, email account, or messaging application. Trust becomes portable
infrastructure.
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B. Target selection as an information-network problem

The recurring target categories (policy officials, researchers, academics, journalists, diplomats,
activists, lobbyists, and diaspora figures) share neither a single industry nor a uniform
technology stack. They do share access to nonpublic judgments, source networks, travel plans,
drafts, and relationship maps. This supports a role-based target model: the actor selects people
who occupy high-value positions in an information network. Seniority can matter, but proximity
to sensitive conversations may matter more.

The relevant variable is therefore network position rather than formal rank. A mid-level
researcher drafting briefing material may provide more timely access to emerging policy than a
senior official with heavily protected systems. A journalist may connect otherwise separate
political, diplomatic, and civil-society networks. An event organizer may expose participant lists
and private agendas. The value of the account lies in the relationships and timing embedded
within it.

This network perspective also predicts lateral target discovery. Once a mailbox is accessed, the
adversary can identify frequent correspondents, scheduled meetings, shared documents, and
trusted introductions. Collection against one person can improve the credibility and precision
of the next approach, creating a feedback loop between compromise and social
reconnaissance.

The distinction explains why universities, think tanks, newsrooms, and civil-society
organizations remain attractive even when they do not hold conventional state secrets. Their
accounts contain precursors to policy: who is speaking to whom, which arguments are gaining
support, what will be published, and where individuals will travel. The Justice Department's
allegations concerning Iranian campaigns against academic and political targets provide
broader contextual evidence that research and communications have strategic value, while the
APT35-associated vendor corpus shows how that value is pursued through tailored identity
compromise [7, 11].

Confidence in the role-based model is high; confidence that every observed case serves the
same sponsor or collection requirement is moderate.

C. Identity adjacency across personal and organizational accounts

Multiple sources describe activity that moves between corporate email, personal email, cloud
storage, social media, and messaging services. This is not incidental channel diversity. It allows
the operation to route around the strongest control in the target's environment. A protected
enterprise mailbox may be used to establish credibility before the conversation moves to a
personal account; alternatively, a personal relationship may be leveraged to trigger
authentication against an organizational tenant.

Identity adjacency complicates ownership of risk. An employer may control the enterprise
account but not the personal mailbox used for professional outreach; a university may protect
faculty email but not the recovery account or messaging application used during travel. The
adversary benefits from these jurisdictional seams because no single defender sees the
complete relationship, device, and authentication history.
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A proportionate response is not universal surveillance. It is a voluntary, role-based protection
model that offers high-risk users strong authentication, rapid assistance, and clear privacy
boundaries across the accounts they choose to enroll. The objective is to reduce blind spots
while preserving autonomy and the legitimate confidentiality of personal communications.

The evidence supports the identity-adjacency judgment with high confidence. It does not imply
that employers should indiscriminately monitor private communications. It does imply that
high-risk-user programs, with consent and legal review, should help individuals secure
personal accounts and should provide a reporting channel that remains available when
corporate access is lost. Incident scoping should ask whether the persona touched another
account, device, or channel without assuming that absence from enterprise telemetry means
absence of activity.

D. Legitimate services and low-anomaly delivery

The campaigns frequently incorporate legitimate cloud-hosted documents, file-sharing
services, or meeting platforms. In Proofpoint's March 2026 case, a benign OneDrive-hosted
PDF supported the rapport stage before a later link redirected the target to a OneDrive-themed
credential page. Microsoft likewise reports legitimate platforms and multi-stage delivery in
Mint Sandstorm activity [3, 4]. The defensive implication is not that cloud services are
inherently suspicious, but that service reputation cannot substitute for interaction context.

Legitimate services perform two functions. They inherit reputation from widely used platforms,
and they allow early campaign stages to remain technically benign. A cloud-hosted agenda,
scheduling page, or shared document can support the pretext without containing the final
credential-capture mechanism. Detection systems that evaluate only the first artifact may
therefore assign low risk to an interaction whose significance emerges only across time and
channels.

The defensive unit of analysis should match the adversary's sequence. Signals that are weak in
isolation - a new correspondent, a benign document, a channel change, and a later
authentication prompt - can become compelling when joined chronologically. This is a
correlation problem as much as a filtering problem.

This finding also clarifies why simplistic user advice performs poorly. The communication may
be grammatical, relevant, and partially legitimate. The decisive question is whether the
requested action is independently verified: Is the person who they claim to be? Was the
document expected? Is authentication occurring in the correct tenant and browser context?
Has the relationship shifted channels or accelerated toward secrecy? Controls must make these
questions easy to answer before the identity event occurs.

E. Identity access as the collection objective

A malware-centric model underestimates the intelligence value of a mailbox or cloud account.
Email contains content, contacts, chronology, attachments, authentication messages, and
social context. Cloud identities may expose shared drives, calendars, delegated access,
application permissions, and recovery mechanisms. MITRE maps the broader cluster to email
collection and account manipulation, while government and vendor reporting repeatedly
centers credential theft and session access [1, 5].
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Mailbox access can support direct collection, preparation for impersonation, and persistence
through recovery or forwarding changes. It can also reveal the language, cadence, and context
necessary to impersonate the victim convincingly. The account is therefore both a repository
and a platform for future operations.

This conclusion shifts the threshold for incident severity. A credential submission or suspicious
session should not be classified as a failed intrusion merely because no payload executed. If
the apparent intelligence requirement can be satisfied through email, cloud storage, contacts,
or delegated access, the identity event is the intrusion and must be investigated as such.

F. Integrated assessment

Taken together, the five findings describe a coherent operational system. Target research
identifies a socially reachable person with valuable information or relationships. Relational
access supplies a credible reason for contact. Channel movement and legitimate services
reduce anomaly. The identity event converts that trust into authenticated access, and the
compromised account supplies both collection and material for subsequent targeting.

The system is resilient because its components are substitutable. A blocked domain can be
replaced; a persona can move platforms; a credential page can be rebuilt; and malware can be
omitted when cloud access is sufficient. The non-substitutable requirement is a believable
pathway from the target's professional context to an action that exposes identity. That
requirement is the most stable defensive focus.

The identity-sufficiency hypothesis is therefore assessed with high confidence. Endpoint tooling
remains relevant; Microsoft and MITRE document follow-on execution in some operations, but
its absence should not downgrade an incident whose intelligence objective can be achieved
through account access. Defenders should treat an anomalous session followed by mailbox
search, forwarding, delegate changes, application consent, or file access as a complete
espionage pathway, not merely as the prelude to malware.

V. CASE STUDY: THE VMIARCH 2026 THINK-TANK
CAMPAIGN

A. Sequence reconstruction

Proofpoint reported that TA453 targeted a U.S. think tank during heightened regional conflict
in early 2026. The initial outreach invited the target to an air-defense roundtable. The
operation then communicated across personal and corporate accounts and shared a benign
PDF hosted on Microsoft OneDrive. Only after rapport had been established did the interaction
shift to a malicious fake-PDF link. The redirect chain led through transfergocompany[.]Jcom to a
Microsoft OneDrive-themed credential page hosted at fileportalshare[.]netlify[.]app. The page
prefilled the target's email address, increasing plausibility and reducing friction [4].
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Reconstructed as a sequence, the campaign moved through five analytically distinct stages:
target selection, professional approach, rapport and channel transition, presentation of a
context-consistent resource, and delivery of an identity-sensitive action. Each stage reduced
uncertainty for the operator while increasing commitment by the target. The later request
derived credibility from the earlier benign interaction.

This sequence illustrates path dependence. The malicious step cannot be evaluated as though
it arrived from an unknown sender without context, because the campaign invested in making
the sender known. Security controls and training that isolate the final link from the preceding
relationship therefore discard the very information needed to understand why the request
succeeded.

The case is analytically valuable because it makes the sequence visible. The first-stage
invitation was not technically malicious. The legitimate document was not itself the final
exploit. The malicious domains were necessary components, but they were introduced only
after a credible professional frame had been created. An indicator-centric account would begin
near the end of the operation; an identity-centric account begins with target selection and the
construction of a reason to trust.

The case also demonstrates why defensive measurement should move upstream. Counting
blocked phishing URLs measures a control close to the authentication event. It does not
measure whether high-risk users recognized and reported unusual relationship development,
whether the organization could verify an external persona, or whether a personal-account
contact was connected to a later enterprise sign-in. Those upstream signals are harder to
automate but may provide greater leverage.

B. Defensive counterfactuals

Table 2. Operational sequence and earliest defensive leverage

Stage Observable behavior Earliest useful intervention
Selection Biography, publications, affiliations, Risk-tier high-exposure roles and reduce
and events reflected in the lure unnecessary public detail

Unsolicited but contextually credible | Offer rapid independent relationship
Approach

professional contact verification
RabDOIt Benign exchange, channel transition, | Preserve conversation context and flag
PP scheduling, or document sharing unusual cross-channel movement
_— Login, consent, recovery, or MFA Enforce phishing-resistant authentication and
Authentication ; Lo
action requested approved sign-in paths

Mailbox search, forwarding, token
Collection use, document access, or
impersonation

Correlate identity and cloud telemetry; revoke
sessions and persistence

Note: The table summarizes the report’s qualitative coding and does not represent campaign frequency.

The table shows why controls closest to authentication are necessary but incomplete. The earliest
intervention is often social verification, while the most reliable technical barrier is a phishing-
resistant protocol. If both fail, sequence-aware identity and cloud telemetry provide the final
opportunity to limit collection and inherited impersonation risk.
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VIi. ALTERNATIVE EXPLANATIONS AND
ROBUSTNESS

A. Ordinary credential theft

Credential phishing is widespread, and no individual lure type is exclusive to APT35. The
alternative becomes less persuasive when the evidence includes careful target selection,
sustained professional rapport, cross-channel continuity, and intelligence-relevant victimology.
Those elements impose costs that opportunistic actors generally avoid. They do not prove
attribution by themselves, but together they increase the probability that the campaign serves
a collection requirement rather than indiscriminate account resale. This alternative remains
plausible for isolated incidents and should be tested before escalation.

Ordinary credential theft remains a plausible explanation for some incidents, particularly
where only a single message or domain is visible. It becomes less satisfactory as an
explanation for the full corpus because it does not account for the repeated alignment among
target biography, professional pretext, multistage contact, and the intelligence value of
resulting mailbox access. The preferred model explains both the common technique and the
selective effort surrounding it.

B. Taxonomy-induced continuity

Because vendors observe different slices of activity, aggregation can falsely unify distinct
operators. This is the strongest challenge to actor-level conclusions. The report addresses it by
locating continuity at the behavioral level and explicitly rejecting a one-to-one alias mapping.
The conclusion is therefore narrower than “one unit did all of this.” It is that multiple sources,
using different taxonomies and telemetry, describe a recurrent Iranian state-linked espionage
model organized around targeted social engineering and identity access. Confidence in that
model is high; confidence in exact organizational boundaries is moderate to low.

The taxonomy challenge does not disappear; it changes the level at which conclusions should
be stated. Claims about one command structure or sponsor relationship remain provisional.
Claims about a recurring operational pattern are more robust because they can be evaluated
directly against the reported sequence. The report therefore avoids using behavioral continuity
as proof of organizational identity.

C. Selection effects in public reporting

Vendor case studies are selected for visibility and explanatory value. They may overrepresent
unusual tooling, successful detections, or campaigns affecting customers with mature
telemetry. Government advisories may combine multiple investigations to support broad
protective guidance. These biases limit prevalence estimates. They do not, however, negate the
repeated sequence documented across independent sources. The report therefore does not
claim that every approach follows the model or that the model succeeds at a known rate.

Selection bias may also understate quiet identity compromise. Campaigns that end in
successful authentication without malware can leave fewer conspicuous artifacts than
endpoint intrusions, especially when access uses legitimate cloud services. Public reporting
may consequently overrepresent technically novel failures while underrepresenting socially
effective successes. This possibility reinforces the need for cautious frequency claims.
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Vil. TRUST-BOUNDARY INVERSION

The findings support a conceptual model this report calls trust-boundary inversion. Conventional
security architecture assumes that trust should be established inside a controlled technical
boundary and withheld from external entities. The campaign reverses that order. It establishes
social trust outside the boundary through professional relevance, shared interests, or a familiar
persona, then imports that trust into the authentication decision. The malicious event therefore
arrives pre-authorized in the user's mind even when it is untrusted by the system.

The inversion is not a claim that human trust is irrational. Trust is an adaptive response to
repeated social signals and is necessary for scholarship, journalism, diplomacy, and civil society.
The adversary's advantage comes from reproducing enough of those signals to make an identity
request appear continuous with legitimate work. Effective defense must therefore add verification
at the transition point without demanding that users treat every new relationship as hostile.

The model also complements zero-trust architecture. Technical zero trust asks systems to
continuously verify identities and context rather than relying on network location. Trust-boundary
inversion adds the upstream observation that a valid authentication attempt can be socially
induced. Strong authentication, relationship verification, and post-authentication monitoring
address different parts of the same pathway and should be designed as a coordinated system.

Trust-boundary inversion explains three recurring features. First, reconnaissance concentrates on
biography, publications, events, and relationships because those details create a credible path to
contact. Second, the operation may tolerate long benign exchanges because time spent increasing
social legitimacy reduces friction at the later identity event. Third, it benefits from channel
switching because trust attaches to the persona and narrative, not to a particular platform.

The model also identifies a defensive asymmetry. Organizations typically have strong visibility at
the moment of authentication but weak visibility into the relationship that made authentication
seem reasonable. The actor has the opposite view: it may know little about internal controls but
can observe the target's public professional context. Effective defense must connect those two
information domains without converting legitimate professional activity into blanket surveillance.
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Vill. DEFENSIVE IMPLICATIONS

A. Protect the identity event

Phishing-resistant authentication is the most direct technical response because it reduces the
value of captured passwords and one-time codes. High-risk users should receive passkeys or
hardware-backed security keys, weak fallback methods should be minimized, and account
recovery should be treated as part of the same trust system. Authentication hardening is
necessary but not sufficient: session theft, malicious application consent, and recovery
manipulation can create alternate paths to access.

NIST defines phishing resistance as an authentication protocol's ability to prevent disclosure of
secrets or valid authenticator outputs to an impostor verifier without depending on the
claimant's vigilance [12]. This property is crucial in high-context espionage because the control
remains effective even when the social pretext is excellent. It moves part of the burden from
human judgment into protocol design.

Implementation should be risk-tiered but not improvised. Administrators, senior leaders,
researchers with sensitive access, and individuals facing persistent state-linked targeting
should receive the strongest available authenticators first, together with tested recovery
procedures. CISA's joint 2025 guidance similarly recommends prioritizing phishing-resistant
MFA for privileged and high-access accounts and pairing centralized sign-on with auditable
identity events [13].

B. Monitor post-authentication behavior

Identity telemetry should be joined to mailbox and cloud-audit data. High-value detections
include new inbox rules, forwarding, delegate permissions, recovery changes, unfamiliar
devices, suspicious application consent, abnormal token use, rapid mailbox search, and
unusual file access. The objective is not to label every anomaly as APT35; it is to detect the
collection sequence early enough to revoke access and preserve evidence.

Detection engineering should emphasize sequences rather than single anomalies. A new
device followed by mailbox-rule creation, unusual search activity, delegated access, or high-
volume document retrieval is more meaningful than any one event alone. Baselines should
reflect the user's travel, research, and collaboration patterns so that normal mobility does not
overwhelm analysts with noise.

Retention is equally important. Rapport may unfold over weeks, while authentication and
collection occur quickly. Organizations need enough identity, mailbox, application-consent, and
cloud-audit history to reconstruct the transition from contact to access. Without that
chronology, investigators may see the compromise but miss the mechanism that made it
possible.
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C. Institutionalize relationship verification

Generic phishing education focuses on spelling, urgency, and suspicious attachments. The
campaigns in this study may display none of those defects. High-risk communities need a
different norm: independently verify the person and the requested action before moving
channels, reviewing unexpected material, joining private meetings, or authenticating.
Organizations should provide a low-friction method to verify conference invitations, media
requests, visiting scholars, and unfamiliar collaborators without stigmatizing legitimate
engagement.

A relationship-verification service should be fast, discreet, and easy to invoke. High-risk users
need a channel that can validate an invitation, sender, meeting request, or login workflow
without forcing them to abandon legitimate engagement. The service should preserve the
original message and context, check the claimed relationship through an independent path,
and return a clear recommendation rather than a generic warning.

The institutional norm matters: asking for verification should signal professionalism, not
embarrassment. State-linked operators benefit when users fear appearing impolite or
technically unsophisticated. Leadership can reverse that incentive by treating verification of
identity-sensitive requests as routine research and communications hygiene.

D. Scope incidents across adjacent identities

When identity compromise is plausible, responders should preserve and revoke in parallel. The
evidence set includes the original message and headers, redirects, identity events, session and
token records, mailbox rules, delegates, consent grants, recovery changes, file activity, and
endpoint telemetry where relevant. Scoping should ask whether the same persona contacted
personal email or messaging accounts, but collection from those accounts requires consent
and appropriate legal authority. High-risk cases may also create physical-safety, source-
protection, travel, or counterintelligence consequences.

Scoping should include the social graph created by the compromised account. Investigators
should identify correspondents who received messages, documents, or meeting invitations
from the victim during the suspected access period and warn them through a verified channel.
This is not merely notification; it is containment of the account's inherited credibility.

Response plans should also distinguish password reset from session invalidation. Changing a
password may not terminate active sessions, revoke application tokens, remove forwarding
rules, or repair altered recovery methods. A complete identity response must address each
persistence surface and then monitor for attempted re-entry.
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E. Measure resilience rather than training completion

Training completion is a weak proxy for defensive capability. Better measures include the share
of high-risk users enrolled in phishing-resistant authentication; time to revoke sessions and
remove persistence; coverage for inbox-rule, delegate, and application-consent alerts; the
proportion of suspicious approaches independently verified; and the organization's ability to
maintain a trusted reporting channel during account loss. These measures test whether the
institution can interrupt the operational sequence rather than whether users viewed generic
material.

A mature program measures friction as well as protection. Useful indicators include time
required to verify a suspicious relationship, false-positive burden on high-risk users, successful
recovery-test rates, and the share of incidents reconstructed across personal and enterprise
boundaries with consent. These measures reveal whether safequards are usable under real
professional pressure.

Governance should assign ownership across security, legal, privacy, communications, and
executive protection functions. Identity-centric espionage crosses all of these domains. A
control that is technically strong but inaccessible to personal-account users, or a reporting
channel that cannot handle confidential source relationships, will leave predictable gaps.

IX. SIGNPOSTS AND REVISION CONDITIONS

The assessment should be revised when new evidence changes the relationship between social
access and technical exploitation. The following signposts are more analytically durable than any
single domain:

Compromised trusted accounts: If their routine use increases, sender reputation will lose value
and independent relationship verification will carry more weight.

Session theft: If adversary-in-the-middle access becomes dominant, device-bound credentials
and continuous session-risk controls will become more important than password resistance
alone.

Mobile surveillance: If mobile compromise becomes routine, response must expand from
identity and cloud evidence to location, contacts, and personal safety.

Broader victim selection: If curated targeting gives way to indiscriminate scale, role-based
protections will need to expand toward organization-wide monitoring.

Destructive activity: If disruption displaces collection, continuity, recovery, and safety priorities
will supersede the espionage model developed here.

Support the organization’s activities: https://donate.shum-ng.org/




Sk}

X. LIMITATIONS

This report relies entirely on public evidence. It has no access to classified reporting, victim
interviews, raw telemetry, or complete incident files. Vendor reporting is shaped by customer
visibility and proprietary clustering. Government allegations are not equivalent to adjudicated
findings, and government advisories may intentionally omit sensitive evidence. Short-lived
infrastructure becomes stale quickly. Personal-account activity is underreported because it often
sits outside enterprise logging and may be ethically or legally inaccessible.

The absence of raw telemetry limits causal inference. Public reports may accurately describe a
sequence while omitting unsuccessful branches, parallel targets, or collection outcomes. The
report therefore does not estimate campaign success rates, victim counts, or the relative
prevalence of malware and credential theft. Those quantities cannot be recovered reliably from the
available corpus.

The analysis also inherits source-language bias. English-language public reporting is more
accessible and often focused on Western targets, which may distort the apparent geographic and
institutional distribution of activity. Future research would benefit from multilingual reporting,
victim-centered studies, and anonymized cross-provider telemetry that can test whether the
proposed sequence generalizes beyond highly visible cases.

The report's contribution is consequently conceptual and defensive rather than organizationally
definitive. It identifies a recurring operational model and derives testable intervention points. It
does not establish the command structure of APT35-associated activity, measure the frequency or
success rate of campaigns, or prove that a specific incident belongs to a named actor. Any
operational use should preserve that distinction.
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CONCLUSION

Charming Kitten-associated espionage is best understood as an intelligence operation conducted
through digital identity, not simply as a recurring phishing kit. Public reporting from government
and private-sector observers converges on a stable pattern: select a person with access to valuable
information or relationships; construct a professionally credible approach; cultivate familiarity
across available channels; induce an authentication event; and collect from the resulting identity
access. The pattern persists because professional trust is both valuable and portable.

The report's main contribution is a change in analytic scale. It moves from cataloging artifacts to
explaining how a collection requirement becomes a socially credible identity event. That scale
preserves technical detail while revealing why infrastructure replacement does not eliminate the
capability. The durable mechanism is the conversion of professional context into authenticated
access.

For defenders, the implication is concrete: protect the transition from relationship to
authentication, not only the final URL. Organizations should combine phishing-resistant
authentication, sequence-aware telemetry, rapid relationship verification, privacy-respecting
support for adjacent identities, and incident response that treats mailbox access as a collection
event. Each control addresses a different stage; their value is greatest when deployed together.

This conclusion changes the defensive question. The central problem is not only how to recognize
a malicious link. It is how an institution protects legitimate openness from being converted into
unverified digital trust. The answer combines technical and social controls: phishing-resistant
authentication, post-authentication monitoring, independent verification norms, high-risk-user
support, and incident response that joins identity evidence to the relationship context surrounding
it.

The exact boundaries among APT35, APT42, Magic Hound, Mint Sandstorm, and TA453 will likely
continue to shift as vendors gain new visibility and actors reorganize. That uncertainty should
restrain attribution claims, not delay defense. The behavioral sequence is sufficiently consistent,
and the consequences of identity compromise sufficiently serious, to justify action before perfect
actor certainty is available

Support the organization’s activities: https://donate.shum-ng.org/




Sk}

REFERENCES

[1] Federal Bureau of Investigation et al., “Iranian Cyber Actors Targeting Personal Accounts to
Support Operations,” Joint Cybersecurity Advisory (2024).

[2] Mandiant, "APT42: Crooked Charms, Cons, and Compromises,” Google Cloud Threat Intelligence
(2022).

[3] Microsoft Threat Intelligence, “New TTPs Observed in Mint Sandstorm Campaign Targeting
High-Profile Individuals at Universities and Research Organizations,” Microsoft Security Blog
(2024).

[4] Proofpoint, “Iran Conflict Drives Heightened Espionage Activity Against Middle East Targets,”
Proofpoint Threat Insight (2026).

[5] MITRE ATT&CK, “Magic Hound (G0059),” Enterprise ATT&CK (accessed 2026).

[6] Google Threat Analysis Group, “Countering Threats from Iran,” Google (2021).

[7] U.S. Department of Justice, “Three IRGC Cyber Actors Indicted for Hack-and-Leak Operation
Designed to Influence the 2024 U.S. Presidential Election,” Office of Public Affairs (2024).

[8] Office of the Director of National Intelligence, "Annual Threat Assessment of the U.S.
Intelligence Community,” ODNI (2025).

[9] Cybersecurity and Infrastructure Security Agency et al., “Mitigating Cyber Threats with Limited
Resources: Guidance for Civil Society,” CISA (2024).

[10] Central Intelligence Agency, “A Tradecraft Primer: Structured Analytic Techniques for
Improving Intelligence Analysis,” U.S. Government (2009).

[11] U.S. Department of Justice, “Nine Iranians Charged with Conducting Massive Cyber Theft
Campaign on Behalf of the Islamic Revolutionary Guard Corps,” Southern District of New York
(2018).

[12] National Institute of Standards and Technology, “Digital Identity Guidelines: Authentication
and Authenticator Management,” NIST Special Publication 800-63B-4 (2025).

[13] Cybersecurity and Infrastructure Security Agency et al., “Phishing_Guidance: Stopping the
Attack Cycle at Phase One,” TLP:CLEAR Joint Guidance (2025).

Support the organization’s activities: https://donate.shum-ng.org/



https://www.fbi.gov/file-repository/iranian-cyber-actors-targeting-personal-accounts-to-support-operations.pdf
https://www.fbi.gov/file-repository/iranian-cyber-actors-targeting-personal-accounts-to-support-operations.pdf
https://cloud.google.com/blog/topics/threat-intelligence/apt42-charms-cons-compromises
https://www.microsoft.com/en-us/security/blog/2024/01/17/new-ttps-observed-in-mint-sandstorm-campaign-targeting-high-profile-individuals-at-universities-and-research-orgs/
https://www.microsoft.com/en-us/security/blog/2024/01/17/new-ttps-observed-in-mint-sandstorm-campaign-targeting-high-profile-individuals-at-universities-and-research-orgs/
https://www.proofpoint.com/us/blog/threat-insight/iran-conflict-drives-heightened-espionage-activity-against-middle-east-targets
https://attack.mitre.org/groups/G0059/
https://blog.google/threat-analysis-group/countering-threats-iran/
https://www.justice.gov/archives/opa/pr/three-irgc-cyber-actors-indicted-hack-and-leak-operation-designed-influence-2024-us
https://www.justice.gov/archives/opa/pr/three-irgc-cyber-actors-indicted-hack-and-leak-operation-designed-influence-2024-us
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2025-Unclassified-Report.pdf
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2025-Unclassified-Report.pdf
https://www.cisa.gov/sites/default/files/2024-05/joint-guide-mitigating-cyber-threats-with-limited-resources-guidance-for-civil-society-508c_3.pdf
https://www.cisa.gov/sites/default/files/2024-05/joint-guide-mitigating-cyber-threats-with-limited-resources-guidance-for-civil-society-508c_3.pdf
https://www.cia.gov/resources/csi/static/Tradecraft-Primer-apr09.pdf
https://www.cia.gov/resources/csi/static/Tradecraft-Primer-apr09.pdf
https://www.justice.gov/usao-sdny/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic
https://www.justice.gov/usao-sdny/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b-4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b-4.pdf
https://www.cisa.gov/sites/default/files/2025-03/Phishing%2520Guidance%2520-%2520Stopping%2520the%2520Attack%2520Cycle%2520at%2520Phase%2520One%2520508.pdf
https://www.cisa.gov/sites/default/files/2025-03/Phishing%2520Guidance%2520-%2520Stopping%2520the%2520Attack%2520Cycle%2520at%2520Phase%2520One%2520508.pdf
https://donate.shum-ng.org/

